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INTERNATIONAL COOPERATION IN AVIATION 
CYBERSECURITY: THE EUROPEAN UNION 
PERSPECTIVE
The	rapid	development	of	technologies contributes	to	the	improvement	
of	information	systems in various	fields	and, at the same time, leads	to
diversification	of	the	means	of	interference	in	the	operation	of	such	systems.	
As	civil	aviation	is	critical	infrastructure,	its	protection	against	cyberattacks	
requires the application of	higher standards	of	security	than those imposed on	
general	electronic	infrastructure.	





cybersecurity attacks can	lead to disruption of	airports and aircraft,	deaths and
injuries	to	people,	large losses	at	airports,	damage	to	aircraft	during	flights,	
manipulation	 of	media	 attention	 to	 possible	 threats	 to	 civil	 aviation,	
unwillingness	to	use	air	transport	and	adversely	affect	the	economy,	etc.	
Therefore,	the	creation	of	effective	mechanisms	(including	legal	ones)	for	
the	management of cybersecurity and	prevention of interventions	into civil	
aviation cyberspace	is an extremely	important	and	urgent task. The	regulatory	
framework	for	security	in	the	information	space	(including	civil	aviation)	is	
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